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Introduction

Xpollens offers two kind of usage that require the use of a mobile phone by the customer:

1. KYC process during the user’s onboarding (please refer to Know your customer | Xpollens APl docs)

2. Strong authentication process (please refer to Strong customer authentication | Xpollens API docs)

Authentication is required for your end-customers if you are on the Retail B2C market ; it is also required for all key individuals of your professional
customers, if you are on the Corporates B2B market. Strong Customer Authentication will occur in two situations :

*  Online card payment

* Sensitive Operations (amongst which, some require secure display)

» This document aims at presenting the key elements to use these features.

The first step consists of integrating our SDK in your mobile application.
SDK'’s documentation is available at : https://doc.antelop-solutions.com/latest/wallet/sdk/index.html
Note : To access this online documentation, you shall use the ID / pwd provided by Xpollens, during your Onboarding process.



https://docs.xpollens.com/docs/kyc/retail-customer/
https://docs.xpollens.com/docs/kyc/identification
https://doc.antelop-solutions.com/latest/wallet/sdk/index.html

Wallet initialization
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/AANTELOP

Wallet Server

eck device eligibility
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> https://doc.antelop-solutions.com/latest/wallet/general/getting-started.html

> https://doc.antelop-solutions.com/latest/wallet/sdk/wallet_management.html

» https://doc.antelop-solutions.com/latest/common/sdk-javadoc/index.html



https://doc.antelop-solutions.com/latest/wallet/general/getting-started.html
https://doc.antelop-solutions.com/latest/wallet/sdk/wallet_management.html
https://doc.antelop-solutions.com/latest/common/sdk-javadoc/index.html
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Xpollens
Mobile App SDK Walletl server API
. : Post/ users
' The “Dossier Client” callback (type =34)
Commmm e R RGLEETTTEEP T EEEEEEPE PR o e is described further
: Callback Dossier Client {type = 34) | =
H - publicUserCode > issuerClientld Iﬁ H —
H H - userRecordStatus
H ' Post/ wallets
5 R eeterem e >
: H ; - Anelop wallet ID : P “
: : :  activation code (32 char) [ﬁ ! The “activation code” callback (type =
i 35) is described further
: Callback Code (type = 35) :
E - ActivationCode- activation cede (32 ch
.| ! - WebviewURL

.

Initiallize wallet :
N :
- Initiallize wallet

WalletProvisioning.launch{ activation code)

_________________.l

> https://doc.antelop-solutions.com/latest/wallet/general/getting-started.html

> https://doc.antelop-solutions.com/latest/wallet/sdk/wallet_management.html



https://doc.antelop-solutions.com/latest/wallet/general/getting-started.html
https://doc.antelop-solutions.com/latest/wallet/sdk/wallet_management.html
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Authentication patterns

The Customer Authentication is based on Authentication Patterns, which define the possible combinations of authentication methods to
authenticate for a given operation.

The authentication pattern used by Xpollens when creating the wallet is « BIOORPIN ».

For more details, please refer to : https://doc.antelop-solutions.com/latest/wallet/sca/sca-intro.html# authentication patterns



https://doc.antelop-solutions.com/latest/wallet/sca/sca-intro.html#_authentication_patterns
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Callback « Dossier Client » : type =34

This callbacks provides info about the user's onboarding status (called user record)

type string Y Callback type =34

appUserid string Y User Reference

Corresponds to issuerClientID in our partner’s (Antelop) system. It is used to create the

publicUserCode string Y T -

Status of the user record :

1 =initialized
userRecordStatus String Y 2 =inProgress

4 = validated

5 =refused

Example :

"type": "34"

"appUserid” : "toto12344"
"publicUserCode" : "1234der14ft2"
"userRecordStatus” : "InProgress”



Callback Code :type =35

This callbacks provides the activation code required in the wallet enrolment process

type string Y
AppUserld string Y
ActivationCode string C
ErrorMessage string C
ExtraData Json object Y
Example :
{
"type": "35",
"AppUserld”:"Au007",
"ActivationCode""56743c6747156074e5aebcbaec6f8b4a8’,
"ErrorMessage™: null
}

Callback Type

User Reference

Code use to activate wallet (32 char)

Error message if an error occurs

Contains the webview URL

Xpollens
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Mobile initiated authentication

Refer to https://doc.antelop-solutions.com/latest/wallet/sca/sca-intro.html# mobile initiated authentication
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https://doc.antelop-solutions.com/latest/wallet/sca/sca-intro.html#_mobile_initiated_authentication
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Sensitive operations — Mobile initiated Authentication

List of Xpollens « sensitive operations » APls requiring the Mobile initiated Auhtentication workflow (
« [sca/normal » in the URL)

. e GET
q . PIN Display . .
Card Secure Dlsp|ay . . /api/sca/normal/v2.0/{appUserld}/pin/{cardExternalRef}?channelCode={channelCode}
c Card Display (CVV,PAN, Expiry date) . : . See webdoc :
POST /api/sca/normal/v2.0/{appUserld}/carddisplay/{cardExternalRef} e R e B aea ]
X-Pay enrolment e Activate x Pay Token (inAppVerification Please note that the

L POST / api sca /normal/ appUserld }}/ xpaylnAppVerifActivation cardExternalRef : )
Activation) corresponding EndPoints

currently described in the
webdoc do not include
“[sca/normal” into the
signature, but should use the
signature with [sca/normal in
order to be functional for our
Agent Clients.


https://docs.xpollens.com/

Mobile initiated authentication flow chart
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In this workflow, the user’s strong authentication is processed through the SDK prior to the Xpollens API call. The authentication proof shall be then
provided as an input (header) of the corresponding Xpollens APIs (Secure PIN display, Secure PAN/CVV/Expiry date Display) wich work in a synchronous

mode.

sensitive operation

Display notification message

...‘r...

Authenticate

- authentication patten
- datz
- notification message

Motify authentication required

Accept authentication

- authentication metha
ta

- notification message

authentication data

Callback authentication
result

b4
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«
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Xpollens
API

. Note : Xpollens APIs which require the mobile initiated
authentication contain « /sca/normal » in the signature

The notification message corresponds to

the message that you would like to
display on your mobile app for notifying

your Client.

. The authentication proof (= JWS token =
offline_authentication_token) contains a public key used by
Xpollens to encypher sensitive data (PIN, PAN&CVV)

. The SDK will then use the private key to decypher the secure
payload, and display the sensitive info on the mobile app

Secure display — PIN
Secure display — PAN/CVV/Expiry date

(see further)

Validate authentication proof is not empty
Execute sensifive operation

> https://doc.antelop-solutions.com/latest/wallet/sca/sca-intro.html# mobile initiated authentication



https://doc.antelop-solutions.com/latest/wallet/sca/sca-intro.html#_mobile_initiated_authentication
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Secure Display - Pin Display flow chart for Android

Display the Xpollens card PIN on the user’s mobile device

App App Antelop ¥pollens
Flow chart page 12 BackEnd FrontEnd S5DK AFI

Client authentication
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. .- :) JWE generated

. N and encrypted with the public key
Secure paylogd sent to the app backend extracted from the 1WS

&

= affline_authenticattion_token

Secure payload transmitted '.q'the Antelop SDK for encryption

Wl

= jauthentication proof]

DISPLAY PIN JWE decryption
with the private key

For more details, refer to

https://doc.antelop-solutions.com/latest/common/sdk-
javadoc/fr/antelop/sdk/ui/securedisplay/package-summary.html



https://doc.antelop-solutions.com/latest/common/sdk-javadoc/fr/antelop/sdk/ui/securedisplay/package-summary.html
https://doc.antelop-solutions.com/latest/common/sdk-javadoc/fr/antelop/sdk/ui/securedisplay/package-summary.html

Secure Display - Pin Display flow chart foriOS

Display the Xpollens card PIN on the user’s mobile device

Backend

Frontend

Xpollens
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SDK
Antelop

Xpollens
AP|
Wallet.getSecureDisplayCertificate

[
>

) SDK private key

Client Authentication

> JWS generated with the proof of
authentication

GET api/sca/normal/v2.0/{{AppUserid}}/pin/{{CardExternalRed}}?channelCode=XX

o JWE generated and encrypted
D with the public key provided in
the header

Secure paylaod sent to the app backend

4. ________________________
The proof of authentication ‘e, JWS *
should be transmitted in a e, D i R
headerof the request and e,
desc”beK‘éyaf follows: "*., Card PIN request with JWS and private key in the headers
offline _authentifcation_token ""
Value = [authentication proof] ’."
<
*

Secure paylod transmitted to the Antelop SDK for encryption

For more details, refer to

https://doc.antelop-solutions.com/latest/common/sdk-
javadoc/fr/antelop/sdk/ui/securedisplay/package-summary.html

v

DISPLAY : PIN JWE decryption with the private

<
<

key


https://doc.antelop-solutions.com/latest/common/sdk-javadoc/fr/antelop/sdk/ui/securedisplay/package-summary.html
https://doc.antelop-solutions.com/latest/common/sdk-javadoc/fr/antelop/sdk/ui/securedisplay/package-summary.html

Secure Display - Pin Display

> Pre-requisites:

*  Get the « offline_authentication _token » through the SDK

L] Card status should be ‘sent’ or ‘Activated’

Xpollens
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> EndPoint : GET /api/sca/normal/v2.0/{{AppUserid}}/pin/{{CardExternalRef}}/?channelCode=XX

> Inputs:

> Output:

offline_authentication_token

secure_display_certificate

CardExternalRef

AppUserld

channelCode

secure_payload

string

string

string

string

string

string

C —foriOS only

header

header

path

path
path

The proof of authentication (or JWS) should be transmitted in the header
of the request and described as follows:
Key = offline_authentication_token
Value = [authentication proof]
Certificate obtained by prior call to the Antelop SDK
Wallet.getSecureDisplayCertificate
Transmitted in addition to the offline_authentication_token
Card Reference attributed by the partner.
Card status should be ‘sent’ or ‘Activated’
User Reference attributed by the partner

The channel used to display the PIN. List of possible values:
04 = by computer

66 = by phone

72 = by tablet

The secure payload containing the PIN, to be sent to the Antelop SDK for decryption & secure display
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Secure Display - Pin Display for Android

+  Example:
URL: https://sb-api.xpollens.com/api/sca/normal/v2.0/Xpo-demo1l/pin/Card-demo?channelCode=66

GET v https://sb-api.xpollens.com/api/sca/normaliv2.0/¥po-demo1/pin/Card-demo?channelCode=66

Params @ Authorization @ Headers (14) Body Pre-request Script Tests Settings

Accept application/json

Content-Type application/json

offline_authentication_token eylhbGciOi)SUzI1 NilsInR5cCl61kpXVClIsing 1Yyl 6Wy]MUzBOTFMxQ1JVZE...

Example of Secure payload (or JWE) generated:

"{\"secure_payload\":\"eyJhbOrTOIJSUOEtTOFFUCOYNTYiLCJIomMiOiJBMjU2RONNINO.Ix1ZYYz3ummyrlusRWJRMMf6-mLCsPSAVbogjary9UYaCT_MCd312Bos7kilLa-
RCFYMpD4IDZp53iYnelrMJ6DK8-ISt7dwHX6auXDdIFPccsONSTIMQ-t-
ONWZFhR2dmP26GSpZuaAgFgNMmov8nJeF_B1CbzmTYSIDKYOofSDUAtWB4ImjH8btVhkvCMHVcYkQSVam_yghzA4I1Sp_k6zg9ej_105Sz5cyuCIGZ069aBHUNOcoa-
n88b63BZjYhLhkdZEZWsPkJ7UNO75EzGRIjM8-rU3Y-zhtzjwK6pX7GFL-KNH_cFWXczQ-nAZ4ilaxgSWsPF5w3Yi7tpTdSBwyB8jJTRZg8BvW-m9-
suKhGABKVbkf_hnld0ZISAwMebTxrh2wqgxs9ct52vADIUCgaCd2R5N5YKgPEeTiP3WB99R0_vFigm2yKoGFmVsg2-
BzBhj3BT_algbFALVmMgM4PM62bFOGKgXBa18xORP4zJWqVdajSBZY2ViIMHAsNz.owRHkohCu665_YyljMGJ5F9-jwTglUo2SQUmq-
2d02mVBIYrUbq5Cyl48AgtDnvgXTIWOIMIEXWsHmM4UrEs19T83VPxshWQcOPb2vYU_v5WGCi9a-
ONmJ_pmCgSySxF_LcA_mla_7YasbK81yA2cKrywsMkZrKpSCODrLzGCPsgzmJ25f27_VzLHtDWMUSic1tPdvytS_yBepurQx2TVb5W3eb4olMh6rY5tlst27p6g3rQPZP564jedD9omdhgX47rU
NboDtANR-CuU6BcYdDkaqrS9nHd5aFQIJERKpIp7WWvGYObSIAf-vEzp3ao5EQWAPIM-0hH8ph1DbIr5mtCXNU7jh0gAobQmM5AYKDoOoQYaekT4-
OsxRqumvxngNUMTWaa_iEePrSastokw3D_OLzZPnSr4IhDPeZhOktf'tste1ijFthVQiHOE26J7L5rc9h2chITX9608FQrHEn4apZ3YdyerrW520quDjjAHLUHerMt6mOOMij8gSSRi
gSz__Zo0jx2gqQh2PmcCY9zgVFx43pnjfpNLem5omThS-vL4_8OIORIsxZSAkknoK2WHDRsCFcn1KZxwK4L4_iKZ8NVoRXeiAN2i0artKKOuM9ZAOSZ9ZP95U2NK_715jYZp-
bRNVRcCogOc8JwBpTSJTwarEAli3_T1PzDOWM3coDQTRPo3PEIYLjOh6MWn5f6RQzfWULZIHAYL20q0)Jd_4ABSaFIfEURLhjN9EMDO-
eV3Clh_vUlJUSNZ6ZKOPMIEFUYyJ_Lp2pjV1n4kZhibn1YstSrmUNNeylWaSIbjWItEEpSaLClidzmjlJBQ85mnGLx5fEHkbJOsiAMm-85-
XLGS9IM7gEDsapqlDcwwRKImWa5yllexcl1GDgaEsyfhmGkH2NvRNnT7QEXW-Uhn6iQTCNQOuUq6sLr.-AM3KAeyPrbl7tN28IcDyQ\"}"
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Secure Display - Pin Display foriOS

secure_display_certificate:

LSOtLSICRUdJTIBDRVJUSUZJQOFURSOtLSOtCk1JSUZHRENDQXdADZ0OF3SUJBZOIPQWFIUZRXSXdYOUwvA2IKNDZYQXdEUVIKS29aSWh2Y05BUUVMQIFBA2daNHgKQ 3pBSkJNTIZCQVIUQWtaUOIRA3dDZIIEVIFRSURBTKPARVI4RGPBTUJINTIZCQWNNQIZCaGNtbHpNUKF3RGd
ZRAPWUVFLREFKQMJUUMXiRzI3TVJBAORNWURWUVFMREFkKQMJUUMXIiRzI3TVIwd0d3WUpLblpJaHZjTkFRa0JGZzV2C mNITKFZVzZUwWId4dmNDNWI1jak VITUN3ROEX VUVBA3dsUVCIMFpXeHZjQOJQWmMIac2FXNWxJRUYXZEdobGJUuUNAKWTIJGMGFXOXVJRKZWUVV4SIJ
qQWVGdzB5TWpPBMOIERXhNelF3TKRKYUZ3MHINekEzTURFeEIBUXAOREphTURBeAPIREFhQMAOVKJBTUIFekl16 TVRBekSEQTRNRGtSTIRBMEI6ZZROREI4RURBTOJNTIZCQXNNQjIIaGRHBDRhWEIZCmMANR2INQTBHQINXRINJYjNEUUVCQVFVQUEOSUJqdOF3Z2dHSOFVSUJNUU
RzUXM4dzhwdzJEOGWWQmMkzb2d5M24KYk5YZ0kzdjdCQ29seU9UMIPKSEIXbW5tZFdsKysrZGwxSNNETXAOZisydjIKWHR]NjJtK3FgaXBnajdSbi8ySgpUc3YzSVNCOEdrYzUzUHV3am82NkxmbDhzZVUx5QnFrVXBJLONYyM2VmaHI1dOIKSEpsaVRGKOFCbU9pSzZiVXIZCkty
MGIrWUIubkRYckcOVXIEZMp1b2VVMNIGTWtvdnJXNWEHTIBNRzI2cWIFTIZENNAIN3BzbkhsYUNNaFFIaGQKbHZZZnlwdjVHeHJEZX Azc2RQamhiY2dib0dzbllUY zIUUUJ5VKIqUUIFeVd4cEt3cEZvZ3VEVMBHbTkyUOs4bgpJRDNMQUC4YOEXROtQLIArNUADRNJILSMXBMEQVNN
FIWHYrMzlib0c2eGh4M3JHUUIMRzItUHJBNO92bUQUVUK2CkZjb3hFMEhuSkdua3BOQU9yUzg2N2IMNOtkdnInUFEIOX pxMOIgMHJ6M25JeGtVRmcyRkpiaWFyajk rbOEIMIAKMFVDNWNuc2NvYzBOMzR5cUIGSUdBemZmakhoS3JXVFIWdIhyKldabFVCL2RVAaWJIRTBOVmM
pjclV4a04xVTZVQgpldTZzZ2RRLY8welExOXIPWXIMa3pLaUlJelB5ENThgb3ZtY1ixcTZhOTdzQOF3RUFBYUSCTUQ4dONRWURWUjBUCKJBSXABREFPQMAOVKhROEJ BZjhFQKFNQOJhQXdJZIIEVIIWakFRSCOCQMA3RmMIBVVovUGkzSUMBENKFML3RHVHCKaU9uYkK54ZFIMNXN3
RFFZSktvWklodmNOQVFFTEJRQURNZOICQUIlemNTZTJveGIHZHVINVFtMINIWHB2VM83WApDaTg0ZmJoNIVVTVAHV2pTWGtGSWZoR0ZTekVWdU50MkJ4L2ZPdFJnTFRra3lvaFdiwWFNkzklzzVVBUUSDNDc5CmMMwOVAJINHBIUINQQIJRSUVzdDVVVENhZ3IjSVJIMGOVQTF
DenFMMVRUVTJIkbVBrbTIFNIdWbThkRGhvUzVIVDUKVOROVEtre TIEAOI3bKNVTVItYINORFVzalgzcGM2bGIMc2s1U3ZRL2ZtSUNTZGtDSZzhEUORMTiIOWNIpkbnhLNApURDRVbko3WGxzbzczTit3aCtGTGs0VGINM2M4dOJLY IIMjEvaCOCQIFLWV02RUNrNUWIRUWVAHBhAFJPT
C92CINKMGtUSTRQTO5YWmMhYUy92bUdIU3dmV1JUMDdEelJMNEJOWURrYUFQZVZzMEdICFRAWHFFMDZ5YINQbGRGa2kKTO1SSVJIKb013alk5UM9RWIFINZBtSHN4UO YwcVdlY2xZQUwxd2ViSERrbUUWVEhwWOEQYYkVBRHhKeFFQZUkvdApVUUFSNXBIREXZKzZRSUGgvM204
bUtmY3JjS1ZKWJhETThxdjNPM1Y4QkZLOEJaVWJIrQUINZU9IaDYyYUpFYzBNCIIUVjgrTHZYNWxmZmRmMLO9gNzhiSmRtcVVhbnA3eXRRcjBwK2hDekdubEpDTG5id zcrQThaZERBWVE2eUdhalgKN;jZINjV6cW prSkwzald3a2hxQ2FnMWO0K3MOWIhqUmIVaUxCTis0S1JCSWt
aMkxONzFhVEpTV3FFOUXTUGt2cgpLcWpneGVROS95U0ZINmMZIckxndzJMRIQ5SmMpkMEIISThtcHVDSO0huS05XaDhITkxiTm11bnJdxLzZ3VOVXREIUCMN3VIFQNWVw bitVTU8zU2YKLSOtLSIFTkKQQQOVSVEIGSUNBVEULSOtLQ

offline _authentication_token:

eyJhbGciOiJFUzIINiISINREcCIBIkpXVCIsInglYylI6 WyJMUzBOTFMxQIJVZE pUaUJEUIZKVVNVWKPRMEZVUIMWAEXTMHRDazFKUTVSNIZFTKRRVOPYW]BGMINVS kJaMGXxQUVAGSVVBUINTWGRZTIV3dmQyMUtORFpWVINKRVVWDbBEtTMjIhUTdoMIkwNUJVVVZNUWXGQMQYZGF
OSGALUTNWQINrSmM5UbFpDUVZsVVFXdGFVMDFSZDNKRFoXbEVWDbBEZSUTVSQIRrcGFSVmMwOUKdwQIRVSM5UbFpDUVAOTIFSWKNhRO50YKhwTIVIRjNSR2RAUKFWVIVW RkxSRUZrUWIKdVVteGISemwzVFZKQmMQwWUMBSXVVJIXVVZGTVJFRMtRbUpIVWI4aVJ6bDNUVKI3ZDB
kM1dVcExiMXBKYUhaalRrRIJNMEpHWNpWMkNtTkIUa0ZaVnpVdldsZDRkbUSETIcxamFrVjFUVU4zUjBFeFZVVkJkM2RzVVZjMUIGCFhISFpqUTBKUVAtMWEFMKZY TId4SIJVWXhaRWRvVYkdKdVVUQUEXVEPHTUAGWEQYVKkpSalpXVVZWNFNsSNFRVIZHZHPCNVRXCEJNMDFFUI
hoTmVsRjNUalJLWVVaMOIIbE5Ia0VE6VFVSRMVFMTZVWGRPUkVwAaFRVUKJIQXBJUKVGAFFtZEQWaOpCVFUXRMVIMTZUVIJCZWSIRVFUUKS5SR3QIVGXSQKIFMTZaeld PUKUXNFJVUKJUMEpuVGxaQIFYTk5RakkxYUdSSGJEUMhXRTEzZQ2xkVVFWUKNaMk54YUdOcVQxQIUTVU
pDWjJkeGFHAHFUMUJSVFVKQ2QWNURRVUZTWMIONESXWNNUemhB6WnpWWIZXVTFiemcwYIhCMW Ixa3pTWGXDWIU0S2MySjFMMHhQT]BWUVVFTjVaVvzI6WWtkcU5sRktkazFOYINZNGFGRmMtWSGhQV 21KUE1BUIJ TOWhTWW5Odkt50U9SbUpCVIdGQIdrWnZNRVYzVUh
WQINNCENaMDVXUOZKTIJVRNFRVUZOUVRSSFFURIZARVIzUIVJIAMQXRKZRWGRKUMOSRVFXbENaAMDVXUOZOTIFFRMIPRVZIUkVGWFowSINiamdyVEdObIRETNZDa0Yy S3pCYVVFTkpObVJ6TTBZeGFDOXRIa0ZPUWIkcmNXaHJhVWMIZHpCQIFWRNpSa0ZCVDBOQlowVkJi
bmMRPTMPSUEOWZEXPRUppPTOASTGJXVIBSVWdALV2tselpYSTBUemxsTVRobIZrUIVSbTIMYW5KMk4waGtWbEJTTUJdOdVowaEhUVKSEYTBOTVAYb3hNVIZUWjFaUmVYZEIVVEKyVVZGMFJHMTVjVGh3TIFwaUwxZzBaekJUTUNOUGFrUIFXVKITYm1zNFUxTkIVa3hJUmpaNk5Ha
HATbmQyZEVGR2EYyWIBSRUSYTINkSVNYTnphRFZWZVdNdmMEyaDFWRKYIVWIARENtTIWVRNB2ZUcwWNWVEVNZjRzFTVOMAdIREVXpTSFp4YUZCSMJETIZXRZFNY3pjMV VVAExUekJTZUdKNU4WVNdOWFpNVGINNEItUK9SV2xtZEUSUFAWaOtWREBpZERGeVYySkRjVO5UTm1ke
WRUVNNXaOpWVFRGAGREWNPjVFJBUVVWVMVsQNVNWFIZZVVGemFXVXINM2RsTDB4RFQWbGhUV2Q1VjBneGQWOUXSA3AXTMWNWJIEQkpaV3hUU3pJeU5rcz) WUzIHY3 pWRGIXWNZTMNB6ZERZMO5sUNRWSGhITW5VMkIuaHpUamgITjBoTGVXNXNVVUZoYOVKS2FY
cG50bkI5Q25wTVMzZzBRbFpOVEd4MFVYRXPNSGRQYM5selVVZGIhWEOWTVhRNUIVZGFaR1ZXxZUZoYWJtVKNaMmMxMUW psUU4XaHNXREI5ZVRSMUIGBESUMKpWTIVZS1ZsWnZXV1ZUUOZKWmRrZFNhblpLUIRKUIJHMDNkVO5PUzZFOWVdAWTXIablZrZWpCUESFTmMxNMOI2ZF
dSeVFWZ3JhaTINUWtaSmJFOVZZVIJhVkVrdIZncGtkblVE6WTAWMWNteEtiMEOWUIVodIRrWkhjMngxWW5CeFQWAFRRbThyZFhOeWFGRXhhRXBzS3paSlprvk9NbGxoVIdGUIpuVktlVOplUkVOclkycHhDbES5ZGtWWEQVNVFAR2RzZVEAWUGIXTIZRM1I4YOZWWVRHSXdIVZFM
YTJOUNJXaHZZalJtVUU5SR04xcHBiak5WV0Vnd0szSTJIOM2xZUIZWTIZgSTBZemtLVWIzeFZuQkhNaXRaTDNsMWRICFFOMOI2UkhaWVp6SmtZMFINUnpCdFVuVnlUekJJZFAOc09VeEVhWFJ6ZDJoQIEWWKILMGNyUOZweWNBSTBNV3hrYIFwdU9VOHZZbkplWVZCdIJrNUZW
VWR5VVdAvMOWWMWFPRDBLTFMwWAEXTMUZUQIFNUTBWUIZFbEATVU5SCVKVVAEXTMHRMUTO9II9.eyJ pc3MiOiJodHRwCzovL2FIdGguYW50ZWxvcC5pbylsimlhdCI6 MTYINjY4MzA3MCwic3ViljoiMzMxMDMOMDgwOTIIMDQzODgOMyIsImFtcil6 Wy JIWUJSSURFUEIOII0SIMF1
dGhfcGFOdGVybil6lkJJTO9SUEIOliwidmFsaWRhdGIvbl90eXBlljoib2ZmbGIuZSIsinNpZ25IZF9kY XRhljoiVTJsbmJpQjBhR2x6SUASAGRHRTOIfQ.IR _e461jaNKSJcoYQzSEVJrORXNNLEQUYSP-blGO7IWMRQFD-a98VsxMcZXB72- AuBmIMIDkfihWSAEKVSLVYMQ

GET /scafnormaliv2.0/07062ccal/pin/07062cca _PP1?channelCode=66 Send ~

{{URL}}/sca/normal/v2.0/07062ccad/pin/07062ccad _PP12channelCode=66 s .

Host (@ <calculat N LS e o

@ Postman 1 {"secure_payload”:"ey)hbGei0i1SUBEL TFFUCAYNTYALC1bmii0i 1B
MJUZRGNNING .
ZWBYa7CrXOimEABSNHr iHoPaoy3jQeQLIachPxlavaralyPmi3_7i87
uD‘JuQKGEk?Ll_-EVIzll\EwU{Eﬂ(‘ﬂExl 8R30S SOWGY 87 VKWL X3009uuT
D gzip, def... yilnj21gjasmo7r1cxbamuxkslt IhtniGrhulFesSel SdRHKAvCq-0Y
uy-46kIcy7ahul -KLFDbCIUGATuACEQEFBG_du3coF Tulji7m2jDeR
XG6aPzzZZ8TWNOUTiDg2MVcHyeBOteVnTHZhAITul I8sacdAqIiTq169
1KFSCTEITLomIAn-e16vBZCKpEHEYUBTHP jABy 6t dhikgQak YdPRXWIE
REkwLHLF Z7Fkgy1iteT5zt THaAKIAETHVATUZ TakmvGt Ry 2r_ummfur
EOyrII3NiyyhXKoBTbIFkSZd18Z5pbdojBYSKI LieF
1L xFRes5aKUWME0IERDN] j5071QDa5p2Vh7PaSSBK2eC 21yl
quIv2FhOHX1 Zrkxhs  8pZ61L 100U0KE10pN.

Conn.. @ keep-alive

Authoriz bearer

Accept applicati...

secure_paylod transmitted to the Antelop SDK for encryption

Content-..  applicat

hINpz¥id71- QriFWGIpY70HN3_174PrreE2an]ds SQdRW142wWgnvn0
offline_a... eyJhbGe. tNBTXT4HW141UMB7 ZET4 vS0gXALPHFEPZXCHhOUMUY AV TtehAz7
¥ 1IOtSamXQA jOVDIE k] s1SHpBF - Inpilfalz 1L) zyMfKMe_Ad11T
secured.. LSOtLS1 BIMBHOpRE -e4tr1haL11ALEST CHIAPXGT h2DH] wwRKE2- E_kxSuBl
K- DF FVUGRWLENUZC TG 525 -FOF h1UBOKOLUKGRTHVVHOWA 13aPHh
AP7E3WthIsaMiMA1i3422BtydcgNPHZGbENGhKCQBDSQIDYKKDFqASS

BB <R BB BN < BN <<




Xpollens
Card Display flow chart for Android

PAYMENT
Display the Xpollens card PAN/Expiry Date/CVV on the user’s mobile device

App App Antelop
Flow chart page 12 BackEnd FrontEnd SDK

L

Xpollens
AFI

Client authentication

i JWS generated
JWS T - )
_________________ with the SDK private key
JWS <
jrmersencsasananassancnanasn
{ (CVVIPAN/Expiry Date) POST -api/sca'normal v2.0/{ {AppUserld}}/carddisplay/{ {AppCardld}}
Request .- A ; >
The

proaf of authentication should be

. D JWE generated
Secure pa'ylcadﬁent to the app backend and E,rv:lw.'te.g I'.:"l:k tth l:']'T'P.“: key

tramsemitted in a header of the reguest * extracte rom the JWS

and described as follows : T

Key Secure payload transmitted to the Antelop SDEK for encryption

= affline_authenticattion_token .
Val -
= |authentication proof] DISPLAY JWE decryption

+ with the private key
N CVV,PAN,Expiry Date

kage-summary.html



https://doc.antelop-solutions.com/latest/common/sdk-javadoc/fr/antelop/sdk/ui/securedisplay/package-summary.html
https://doc.antelop-solutions.com/latest/common/sdk-javadoc/fr/antelop/sdk/ui/securedisplay/package-summary.html
https://doc.antelop-solutions.com/latest/common/sdk-javadoc/fr/antelop/sdk/ui/securedisplay/package-summary.html
https://doc.antelop-solutions.com/latest/common/sdk-javadoc/fr/antelop/sdk/ui/securedisplay/package-summary.html
https://doc.antelop-solutions.com/latest/common/sdk-javadoc/fr/antelop/sdk/ui/securedisplay/package-summary.html
https://doc.antelop-solutions.com/latest/common/sdk-javadoc/fr/antelop/sdk/ui/securedisplay/package-summary.html

Card Display flow chart foriOS

Display the Xpollens card PAN/Expiry Date/CVV on the user’s mobile device

Backend Frontend

Wallet.getSecureDisplayCertificate

SDK
Antelop

) SDK private key

Xpollens

APl

i»

<+
4. ________________________
Client Authentication o
WS i JWS generated with the proof of
e il authentication
e IWS__ o _____
Card Display (CVV/PAN/Expiry date ) request POST api/sca/normal/v2.0/{{AppUserid}}/carddislay/{{AppCardid}} I
The proof of authentication I A with JWS and private key in the headers
should be transmitted in a R
headerof the request and 4 Secure paylaod sent to the app backend
described as follows: S
Key = Ry
offline_authentifcation_token R Secure paylod transmitted to the Antelop SDK for encryption
Value = [authentication proof] K »
R . . .
o DISPLAY : CVV, PAN, Expiry Date ) iWE decryption with the private
4 < - - ey

Xpollens

PAYMENT

JWE generated and encrypted
with the public key provided in
the header



Xpollens

PAYMENT

Secure display - Card Display (CVV,PAN, Expiry date)

Pre-requisites :
*  Get the « offline_authentication _token » through the SDK
»=  Card status should be ‘sent’ or ‘Activated’

EndPoint : POST api/sca/normal/v2.0/{{AppUserid}}/carddisplay/{{CardExternalRef}}

Inputs:

offline_authentication_token string Y Header The proof of authentication (or JWS) should be
transmitted in the header of the request and described
as follows:
Key = offline_authenticattion_token
Value = [authentication proof]

secure_display_certificate string C —for iOS only header Certificate obtained by prior call to the Antelop SDK
Wallet.getSecureDisplayCertificate
Transmitted in addition to the
offline_authentication_token

CardExternalRef string Y path Card Reference attributed by the partner.

(= AppCardid) The card status should be ‘sent’ or ‘Activated’

AppUserld string Y path User Reference attributed by the partner
channelCode string Y BODY The channel used to display the PAN/CVV/Expiry Date.
List of possible values:
04 = by computer
66 = by phone
72 = by tablet

Output:

secure_payload string The secure payload containing the PAN/CVV/Expiry Date, to be sent to the Antelop SDK for decryption &
secure display



. o . XpQllens
Secure Display - Card Display (CVV,PAN, Expiry datpeswm

for Android

+ Example:
URL: POST https://sb-api.xpollens.com/api/sca/normal/v2.0/Xpo-demol/carddisplay/Card-demo

POST v https://sb-api.xpollens.com/api/sca/normal/v2.0/Xpo-demo1/carddisplay/Card-demo
Params Authorization @ Headers (18) Body @ Pre-request Script Tests Settings
nane form-data x-www-form-urlencoded » raw binary GraphQL JSOM
1 q
2 | "channelCode": "&B"
3k

Example of Secure payload (or JWE) generated:

"{é"secure_ a%oadX":\"eyJhchiOiJSUOEtTOFFUCOyNTYiLCJImeiOiJBMjUZRONNInO.Ix1ZYYz3ummyrIustJRMMf6—mLCsPSAVboqjary9UYaCT_MCd31ZBos7kiLLa—
RCFYMpDA4IDZp53iYnelfMJ6DK8-I1St7dwHX6auXDdIFPccsON8TIMQ-t- ) ]

ONWZFhR2dmP26GSpZuaAgFgNMmov8nJeF B1CbzmTY_S9DKYOofSDUAthB4ImJH8tihkyCMHVcYkQSVam_ygI]th4ISE k6ﬁgz9eé 105Sz5¢cyuCIGZ069aBHUNOCco a-
n88b63BZjYhLhkdZEZWsPkJ UNO75EZGR9JMg—rU3Y-thZJWK6£)X7GFL-KNH cFWXczQ-nAZ4ilaxgSWsPF5w3Yi7tpTdSBwyB8jJTRZg8BvW-m9-

suKhGABKVbkf hnIdOZISAwMebTxthwgz<s9ct52vADIUC aCd2R5N5YKgPEeTiP3WB99R0_vFigm yKoGFmVslng—'

BzBhj3BT algbhFALVmMgM4PM62bFOGKgXBa18xORP4zJWqVdajSBZY2ViMHAsNz.owRHkohCu665_YyljMGJ5Ff9-jwTglUo2SQUmg-

2dO mVBIYrqu5Cy|48A(_?tDnngTIWO IEXWsHmM4UrEs19T83VPxshWQcOPb2vYU v5WGCi9a- | )
ONmJ_pmCgSySxF_LcA mla_7YasbK81yA2cKrywsMkZrK SCODrLzGCPs%szZSf27 VzLHtDWMU5|c1thvytSXyBe urQx2TVb5W3eb4olMh6érY5tlst27p6g3rQPZP564jedD9omdhgX47rU
NboDtANR=CuU6BcYdDkaqrS9nHd5aFQIJERKpIp7 WWVGYODbSIAf-vEzp aoSEQW,gR/dM—OhH8 h1Db9r5mtCXNU7jh0gAobQmM5AYKDoOoQYaekT4-_ T~ ) )
OsxRxCgmvxgvBNUMTWaa_iEePrSastokw3D _ LzZPnSr4IhDPeZhOktftste1QJyFtc QIHOE26J7L5rc9h2pNcITX9608FQrHEN4apZ3Yd errW520quZD AHLUHrFzMt6mOOMjfO8gSSRi
qSz__Zo JXZC();qSQhZPmcCY9z%VF.x43ﬁ)ngNLem50mThS—vL4 80IORIsxZSAkknoK2WHDRsCFcn1KZxwK4L4 iKZ8NVoRXeiAN2i0artKKOuM9ZAOSZ9ZP95U2NK_715jYZp-
bRNVRcCogOc8JwBpTSJTwartAli3_T1Pz| OWM3coDQTRP03PE9YLJOh6MWn5f6RszVVuLZIHA){LZOgOJdARBSaFIfEURLh N9EMDO-

eV3CIh_vU€U5NZ6 KOPMIEFU\X}/J Lp2pjV1n4kzhJbn1Yst5rmUNNe IWaS\IAk;JWJtEE,pSaLCI|4szJBQ 5mnGLx5fEHkbJOsiAMm-85-
XLGS9IM7gEDsapqlDcwwRKImWa5yllexcl1GDgaEsyfhmGkH2NVRNT7QEXW-Uhn6iQTCNQOuUg6sLr.-AM3KAeyPrbl7tN28IcDyQ\"}"




. o . XpQllens
Secure Display - Card Display (CVV,PAN, Expiry dclt%(}wm

forioS

secure_display_certificate:

LSOtLSICRUdJTIBDRVJUSUZJQOFURSOtLSOtCk1JSUZHRENDQXdADZ0OF3SUJBZOIPQWFIUZRXSXdYOUwvA2IKNDZYQXdEUVIKS29aSWh2Y05BUUVMQIFBA2daNHgKQ 3pBSkJNTIZCQVIUQWtaUOIRA3dDZIIEVIFRSURBTKPARVI4RGPBTUJINTIZCQWNNQIZCaGNtbHpNUKF3RGd
ZRAPWUVFLREFKQMJUUMXiRzI3TVJBAORNWURWUVFMREFkKQMJUUMXIiRzI3TVIwd0d3WUpLblpJaHZjTkFRa0JGZzV2C mNITKFZVzZUwWId4dmNDNWI1jak VITUN3ROEX VUVBA3dsUVCIMFpXeHZjQOJQWmMIac2FXNWxJRUYXZEdobGJUuUNAKWTIJGMGFXOXVJRKZWUVV4SIJ
qQWVGdzB5TWpPBMOIERXhNelF3TKRKYUZ3MHINekEzTURFeEIBUXAOREphTURBeAPIREFhQMAOVKJBTUIFekl16 TVRBekSEQTRNRGtSTIRBMEI6ZZROREI4RURBTOJNTIZCQXNNQjIIaGRHBDRhWEIZCmMANR2INQTBHQINXRINJYjNEUUVCQVFVQUEOSUJqdOF3Z2dHSOFVSUJNUU
RzUXM4dzhwdzJEOGWWQmMkzb2d5M24KYk5YZ0kzdjdCQ29seU9UMIPKSEIXbW5tZFdsKysrZGwxSNNETXAOZisydjIKWHR]NjJtK3FgaXBnajdSbi8ySgpUc3YzSVNCOEdrYzUzUHV3am82NkxmbDhzZVUx5QnFrVXBJLONYyM2VmaHI1dOIKSEpsaVRGKOFCbU9pSzZiVXIZCkty
MGIrWUIubkRYckcOVXIEZMp1b2VVMNIGTWtvdnJXNWEHTIBNRzI2cWIFTIZENNAIN3BzbkhsYUNNaFFIaGQKbHZZZnlwdjVHeHJEZX Azc2RQamhiY2dib0dzbllUY zIUUUJ5VKIqUUIFeVd4cEt3cEZvZ3VEVMBHbTkyUOs4bgpJRDNMQUC4YOEXROtQLIArNUADRNJILSMXBMEQVNN
FIWHYrMzlib0c2eGh4M3JHUUIMRzItUHJBNO92bUQUVUK2CkZjb3hFMEhuSkdua3BOQU9yUzg2N2IMNOtkdnInUFEIOX pxMOIgMHJ6M25JeGtVRmcyRkpiaWFyajk rbOEIMIAKMFVDNWNuc2NvYzBOMzR5cUIGSUdBemZmakhoS3JXVFIWdIhyKldabFVCL2RVAaWJIRTBOVmM
pjclV4a04xVTZVQgpldTZzZ2RRLY8welExOXIPWXIMa3pLaUlJelB5ENThgb3ZtY1ixcTZhOTdzQOF3RUFBYUSCTUQ4dONRWURWUjBUCKJBSXABREFPQMAOVKhROEJ BZjhFQKFNQOJhQXdJZIIEVIIWakFRSCOCQMA3RmMIBVVovUGkzSUMBENKFML3RHVHCKaU9uYkK54ZFIMNXN3
RFFZSktvWklodmNOQVFFTEJRQURNZOICQUIlemNTZTJveGIHZHVINVFtMINIWHB2VM83WApDaTg0ZmJoNIVVTVAHV2pTWGtGSWZoR0ZTekVWdU50MkJ4L2ZPdFJnTFRra3lvaFdiwWFNkzklzzVVBUUSDNDc5CmMMwOVAJINHBIUINQQIJRSUVzdDVVVENhZ3IjSVJIMGOVQTF
DenFMMVRUVTJIkbVBrbTIFNIdWbThkRGhvUzVIVDUKVOROVEtre TIEAOI3bKNVTVItYINORFVzalgzcGM2bGIMc2s1U3ZRL2ZtSUNTZGtDSZzhEUORMTiIOWNIpkbnhLNApURDRVbko3WGxzbzczTit3aCtGTGs0VGINM2M4dOJLY IIMjEvaCOCQIFLWV02RUNrNUWIRUWVAHBhAFJPT
C92CINKMGtUSTRQTO5YWmMhYUy92bUdIU3dmV1JUMDdEelJMNEJOWURrYUFQZVZzMEdICFRAWHFFMDZ5YINQbGRGa2kKTO1SSVJIKb013alk5UM9RWIFINZBtSHN4UO YwcVdlY2xZQUwxd2ViSERrbUUWVEhwWOEQYYkVBRHhKeFFQZUkvdApVUUFSNXBIREXZKzZRSUGgvM204
bUtmY3JjS1ZKWJhETThxdjNPM1Y4QkZLOEJaVWJIrQUINZU9IaDYyYUpFYzBNCIIUVjgrTHZYNWxmZmRmMLO9gNzhiSmRtcVVhbnA3eXRRcjBwK2hDekdubEpDTG5id zcrQThaZERBWVE2eUdhalgKN;jZINjV6cW prSkwzald3a2hxQ2FnMWO0K3MOWIhqUmIVaUxCTis0S1JCSWt
aMkxONzFhVEpTV3FFOUXTUGt2cgpLcWpneGVROS95U0ZINmMZIckxndzJMRIQ5SmMpkMEIISThtcHVDSO0huS05XaDhITkxiTm11bnJdxLzZ3VOVXREIUCMN3VIFQNWVw bitVTU8zU2YKLSOtLSIFTkKQQQOVSVEIGSUNBVEULSOtLQ

offline _authentication_token:

eyJhbGciOiJFUzIINiISINREcCIBIkpXVCIsInglYylI6 WyJMUzBOTFMxQIJVZE pUaUJEUIZKVVNVWKPRMEZVUIMWAEXTMHRDazFKUTVSNIZFTKRRVOPYW]BGMINVS kJaMGXxQUVAGSVVBUINTWGRZTIV3dmQyMUtORFpWVINKRVVWDbBEtTMjIhUTdoMIkwNUJVVVZNUWXGQMQYZGF
OSGALUTNWQINrSmM5UbFpDUVZsVVFXdGFVMDFSZDNKRFoXbEVWDbBEZSUTVSQIRrcGFSVmMwOUKdwQIRVSM5UbFpDUVAOTIFSWKNhRO50YKhwTIVIRjNSR2RAUKFWVIVW RkxSRUZrUWIKdVVteGISemwzVFZKQmMQwWUMBSXVVJIXVVZGTVJFRMtRbUpIVWI4aVJ6bDNUVKI3ZDB
kM1dVcExiMXBKYUhaalRrRIJNMEpHWNpWMkNtTkIUa0ZaVnpVdldsZDRkbUSETIcxamFrVjFUVU4zUjBFeFZVVkJkM2RzVVZjMUIGCFhISFpqUTBKUVAtMWEFMKZY TId4SIJVWXhaRWRvVYkdKdVVUQUEXVEPHTUAGWEQYVKkpSalpXVVZWNFNsSNFRVIZHZHPCNVRXCEJNMDFFUI
hoTmVsRjNUalJLWVVaMOIIbE5Ia0VE6VFVSRMVFMTZVWGRPUkVwAaFRVUKJIQXBJUKVGAFFtZEQWaOpCVFUXRMVIMTZUVIJCZWSIRVFUUKS5SR3QIVGXSQKIFMTZaeld PUKUXNFJVUKJUMEpuVGxaQIFYTk5RakkxYUdSSGJEUMhXRTEzZQ2xkVVFWUKNaMk54YUdOcVQxQIUTVU
pDWjJkeGFHAHFUMUJSVFVKQ2QWNURRVUZTWMIONESXWNNUemhB6WnpWWIZXVTFiemcwYIhCMW Ixa3pTWGXDWIU0S2MySjFMMHhQT]BWUVVFTjVaVvzI6WWtkcU5sRktkazFOYINZNGFGRmMtWSGhQV 21KUE1BUIJ TOWhTWW5Odkt50U9SbUpCVIdGQIdrWnZNRVYzVUh
WQINNCENaMDVXUOZKTIJVRNFRVUZOUVRSSFFURIZARVIzUIVJIAMQXRKZRWGRKUMOSRVFXbENaAMDVXUOZOTIFFRMIPRVZIUkVGWFowSINiamdyVEdObIRETNZDa0Yy S3pCYVVFTkpObVJ6TTBZeGFDOXRIa0ZPUWIkcmNXaHJhVWMIZHpCQIFWRNpSa0ZCVDBOQlowVkJi
bmMRPTMPSUEOWZEXPRUppPTOASTGJXVIBSVWdALV2tselpYSTBUemxsTVRobIZrUIVSbTIMYW5KMk4waGtWbEJTTUJdOdVowaEhUVKSEYTBOTVAYb3hNVIZUWjFaUmVYZEIVVEKyVVZGMFJHMTVjVGh3TIFwaUwxZzBaekJUTUNOUGFrUIFXVKITYm1zNFUxTkIVa3hJUmpaNk5Ha
HATbmQyZEVGR2EYyWIBSRUSYTINkSVNYTnphRFZWZVdNdmMEyaDFWRKYIVWIARENtTIWVRNB2ZUcwWNWVEVNZjRzFTVOMAdIREVXpTSFp4YUZCSMJETIZXRZFNY3pjMV VVAExUekJTZUdKNU4WVNdOWFpNVGINNEItUK9SV2xtZEUSUFAWaOtWREBpZERGeVYySkRjVO5UTm1ke
WRUVNNXaOpWVFRGAGREWNPjVFJBUVVWVMVsQNVNWFIZZVVGemFXVXINM2RsTDB4RFQWbGhUV2Q1VjBneGQWOUXSA3AXTMWNWJIEQkpaV3hUU3pJeU5rcz) WUzIHY3 pWRGIXWNZTMNB6ZERZMO5sUNRWSGhITW5VMkIuaHpUamgITjBoTGVXNXNVVUZoYOVKS2FY
cG50bkI5Q25wTVMzZzBRbFpOVEd4MFVYRXPNSGRQYM5selVVZGIhWEOWTVhRNUIVZGFaR1ZXxZUZoYWJtVKNaMmMxMUW psUU4XaHNXREI5ZVRSMUIGBESUMKpWTIVZS1ZsWnZXV1ZUUOZKWmRrZFNhblpLUIRKUIJHMDNkVO5PUzZFOWVdAWTXIablZrZWpCUESFTmMxNMOI2ZF
dSeVFWZ3JhaTINUWtaSmJFOVZZVIJhVkVrdIZncGtkblVE6WTAWMWNteEtiMEOWUIVodIRrWkhjMngxWW5CeFQWAFRRbThyZFhOeWFGRXhhRXBzS3paSlprvk9NbGxoVIdGUIpuVktlVOplUkVOclkycHhDbES5ZGtWWEQVNVFAR2RzZVEAWUGIXTIZRM1I4YOZWWVRHSXdIVZFM
YTJOUNJXaHZZalJtVUU5SR04xcHBiak5WV0Vnd0szSTJIOM2xZUIZWTIZgSTBZemtLVWIzeFZuQkhNaXRaTDNsMWRICFFOMOI2UkhaWVp6SmtZMFINUnpCdFVuVnlUekJJZFAOc09VeEVhWFJ6ZDJoQIEWWKILMGNyUOZweWNBSTBNV3hrYIFwdU9VOHZZbkplWVZCdIJrNUZW
VWR5VVdAvMOWWMWFPRDBLTFMwWAEXTMUZUQIFNUTBWUIZFbEATVU5SCVKVVAEXTMHRMUTO9II9.eyJ pc3MiOiJodHRwCzovL2FIdGguYW50ZWxvcC5pbylsimlhdCI6 MTYINjY4MzA3MCwic3ViljoiMzMxMDMOMDgwOTIIMDQzODgOMyIsImFtcil6 Wy JIWUJSSURFUEIOII0SIMF1
dGhfcGFOdGVybil6lkJJTO9SUEIOliwidmFsaWRhdGIvbl90eXBlljoib2ZmbGIuZSIsinNpZ25IZF9kY XRhljoiVTJsbmJpQjBhR2x6SUASAGRHRTOIfQ.IR _e461jaNKSJcoYQzSEVJrORXNNLEQUYSP-blGO7IWMRQFD-a98VsxMcZXB72- AuBmIMjDkfihWSAEKVSLVYMQ

send
{{UrL}}/sca/normal/v2.0/07062ccal/carddisplay/07062ccaJl _PPl vostes @ 200K 12025 17116 SaveResponse

Host (@ <calculat N L e o

@ Postman 1 {"secure_payload” :"eylhbGci0i 1SUBELTOFFUCOYNTYILCI1bnMi0118
MUZRGNNING .

IWBYa7CrXOimEABShMr iNoP82y3jQeQLIachPxlaverelyPmis 7i87
00VUQKG3K7b_BVTZIAEUFEFXFORXNER3NS SOMGY OZVKCWUX3009UUT
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Server initiated authentication

Refer to https://doc.antelop-solutions.com/latest/wallet/sca/sca-intro.html# server initiated authentication
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Server initiated authentication flow chart
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In this workflow, the user’s strong authentication is initiated via Antelop Wallet server, post Xpollens API call.

X

sensitive operation

0

Authentication process

Display nofification message

Accept authenfication

- authentication 1D
- authentication proof

[1 Resul

L
j
|
|

|:‘ Result

Callback operation result (2)

callback authenticafion result

@ ﬁﬂ‘ll(}? xm"ens
Mobile App SDK Wallet Server APl
! R i itiv ti N . . .
e e o > » The user’s authentication occurs during the API process, and
Request precheck ope . . . .
Precheck resutt (1) :I the sensitive operation result is provided in 2 steps :
T H 1. Synchronous reponse : « Precheck result » to inform the
i e authenication request [ creste sutrentoston s :| e rechock s sueneat client pre-checks are OK, Authentlcgt!on proces's is about to
| esrricaton st - sunenicaton pater occur followed by the Xpollens sensitive operation
1 - dst2 stion message .
1 i_ - notification message - notficat B proceSSIng
> authentication data . e 2. Asynchronous Authentication Status + Sensitive operation
! T return provided through the Callback type 36
~— Generate authentication proof
; 1 Validate authenticafion
Authenticate - :I

*  Xpollens APIs using the server initiated authentication are
described in the next page.

. In this case, you do not manage the authentication proof:
it is not provided as an input of the sensitive operation
Xpollens API.

If authentication successful
execute sensitive operafion

. « callback type = 36 » is described further

e o i S



Sensitive operations
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List of Xpollens « sensitive operations » APIs requiring the Server initiated Auhtentication workflow :

User’s onboarding

Transfer

Card management

Transaction management

Compliance

Modify a User - Legacy endpoint
Modify a User - Target endpoint
Send User’s accepted gcu

Create a bankaccount
Modify bankaccount
Create sct

Create sct recurrent
Create sct planned

Create card
Refabricate card

Get transaction history

Provide FATCA/EAI info

PUT /api/sca/v1.1/users/{userid}/ - DEPRECATED
PUT /api/sca/v2.0/users/{appUserld}/
POST /api/sca/v2.0/users/{AppUserld}/cgu

POST /api/sca/v1.1/users/Appuserid/bankaccounts
PUT /api/sca/v1.1/users/Appuserid/bankaccounts
POST /api/sca/v1.1/users/{appuserid}/sct

POST /api/sca/v1.1/users/appuserid/sct

POST /api/sca/v1.1/users/appuserid/sct

Post /api/sca/v2.0/card/{{holderExternalRef}}
Post
/api/sca/v2.0/card/refabricate/{{holderExternalRef}}

GET /api/sca/v1.1/users/{appUserld}/historyitems

PATCH /api/sca/v2.1/user/{appUserld}/fatcaEai

See webdoc :
https://docs.xpollens.com/

Please note that the
corresponding EndPoints
currently described in the
webdoc do not include “/sca/”
into the signature, but should
use the signature with [sca/ in
order to be functional for our
Agent Clients.

Keep also in mind the fact that
the sensitive operation return
will be provided through the
callback type = 36 (instead of
synchronous return).


https://docs.xpollens.com/

Synchronous operation Response

Synchronous response corresponding to the « Pre-checks » related to the sensitive operation Xpollens API.
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- If OK, Authentication process is about to occur followed by the Xpollens sensitive operation processing (flow chart > (1)).
+ If KO, http response code is the one of the sensitive operation called with pre-checks KO & the Reason of the failure is provided into the “Reason” field

Header Authenticationld long
AppUserld string
RequestDate DateTime
Status enum
Reason string

Payload Binary

Id of the Authentication Operation
User Reference

Effective end date for the operation

Authentication Status
List of possible values:
* Pending (if pre-checks OK)
* Failed (if pre-checks KO)
http Code of the sensitive Operation if pre-
checks KO (see the corresponding API
documentation)
null if pre-checks OK
Payload response of the sensitive
operation if pre-checks KO (see the
corresponding APl documentation)

Example :
{

"Header™

"Authenticationld™ 1234,

"AppUserld”:"Au007",
"RequestDate”"2021-02-19T16:18:41.4570774+00:00"
"Status™'Pending’,

"Reason”: null,

}

"

ayload”: null



Xpollens

Callback type =36 : return of the sensitive operation """

Asynchronous Authentication Status + Sensitive operation return provided through the Callback type 36 ( flow chart - (2))

Header

Payload

Authenticationld

Type
AppUserld

AuthenticationResultDate
RequestProcessedDate

RequestResponseCode

Status

Reason

long

string
string

DateTime
DateTime

int

enum

string

Binary

< 0 < << =<

Id of the Authentication Operation

Callback Type
User Reference

Effective authentication result date
Effective end date for the operation

Http status code of the operation

AuthenticationStatus

List of possible values:

* Pending

* Failed

TIMEOUT: customer did not authenticate in
due time

CANCELED: customer canceled the
authentication request,

FAILED: customer did not successfully
authenticate

Result of the operation

Example of a Callback type=36 for a call to EndPoint
« POST /api/sca/v2.0/users/{AppUserld}/cgu»

"Header": {
"Authenticationld”: "5649ee806-fbb4-4ad9-a20e-d2fb279bc610",
"Type": 36,
"AppUserld”: "RgdmCHYJ2",
"AuthenticationResultDate™ "2022-02-04T07:50:27+00:00",
"RequestProcessDate™ "2022-02-04T07:50:27.6650131+00:00",
"RequestResponseCode”: 200,
"RequestDate™: "2022-02-04T07:48:51.899405+00:00",
"Status™ "Succeeded’,
"Reason”: null

"Payload”: "{\"card\"true,\"partner\ "true,\"account\ "“true}"



. L _ . Xpollens
Authentication process : Notification message for sensitive =

operations

This corresponds to the notification sent by the SDK to the mobile App in order to ask for a strong authentication for a sensitive operation

The notification must be implemented in RAW_LIST format.
Note : The message displayed to the user depending the operation type cannot be modified and is in French (cf. next page)

{

"notificationMessage™ "Une opération sensible requiert votre validation’,
‘message”: "Opération sensible & confirmer’,
“format”"RAW_LIST",
"data”[
{"title” : "Opération’, "value""Acceptation des CGU'},
{"title”: "Compte”, "value” : %Nom _partenaire}

]
}

list of sensitive operations, as well as the notification messages to display on the mobile are descrived in next page
T \ : >

o M w01 M 1717 o M 101 9 1717

Authentification réussie.
Une opération sensible
requiert votre validation

VALIDER @

Please refer to webdoc :

< o o | < o o | https://docs.xpollens.com/docs/kyc/identification
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Authentication process : notificationmsg [
sensitive operations

Ajout/Modif de bénéficiaire

Ajout/Modif de bénéficiaire

Accéder aux informations de
compte

Virement

Virement

Virement

Commande d’une carte
Modif. d’'une donnée perso
Acceptation des CGUc
Déclaration Fatca / eai
Affichage PIN

Choix Wish PIN

Affichage PAN & CVV2

Please refer to webdoc : https://docs.xpollens.com/docs/kyc/identification

Ajout d’un Bénéficiaire

Modification d’un Bénéficiaire

Consultations des opérations

Virement immédiat

Virement planifié

Virement récurrent

Commande d’une Carte
Modification Donnée Personnelle
Acceptation des CGU

Déclaratifs Fiscaux

Affichage Code PIN

Choix d’un nouveau Code PIN

Affichage de votre Carte

Nom: %Nom_Bénéficiaire
IBAN: %IBAN_Masqué_Bénéficiaire

Nom: %Nom_Bénéficiaire
IBAN: %IBAN_Masqué_Bénéficiaire)

Compte: %Nom_Partenaire

Montant: %Montant %Devise
Bénéficiaire: %Nom_Bénéficiaire

Montant: %Montant %Devise
Bénéficiaire: %Nom_Bénéficiaire
Date planifiée: %Date_Future

Montant: %Montant %Devise
Bénéficiaire: %Nom_Bénéficiaire
Récurrence: Tous les %Quantile du mois

Type: Carte VISA %Type \n %Nom_Partenaire
Rue: %adresse

Compte: %Nom_Partenaire

Compte: %Nom_Partenaire

Carte: %Nom_Partenaire

Carte: %Nom_Partenaire

Carte: %Nom_Partenaire

Xpollens
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Notification message for online payment

The notification must be implemented in PURCHASE format.

{

‘notificationMessage™ "Une opération sensible requiert votre validation’,
‘message’: "Paiement en ligne a confirmer’,

“format™"PURCHASE’,

‘amount”'74,12 €,

‘merchant™"WWW.OUL.SNCF"

Please refer to webdoc : https://docs.xpollens.com/docs/kyc/identification


https://docs.xpollens.com/docs/kyc/identification
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